Administracija pomocu rola



Role

U cilju lakse administracije korisnici se grupisu u role
* Umesto autorizacije pojedinacnih korisnika radi se autorizacija role

 Biblioteka Microsoft.AspNetCore.ldentity sadrzi klasu ldentityRole
kojom se predstavlja rola

* Svaka rola ima svoj Id i svoje ime koje se predstavlja posredstvom
svojstva Name

* Potrebno je registrovati servis za rad sa rolama



Klasa RoleManager

Klasa RoleManager omoguci ¢e rad sa rolama, kreiranje, editovanje i brisanje role
Metoda RoleExistsAsync proverava da li je rola saCuvana u tabeli AspNetRoles i vraca true ako je tacno

Svojstvo Roles objekta klase RoleManager vrada listu IdentityRole objekata koji odgovaraju rolama saCuvanim
u bazi podataka

Metoda CreateAsync sluzi za kreiranje nove role (upis reda u tabelu AspMetRoles) i vraéa rezultat koji je
referenca tipa IdentityResult

Metoda FindByldAsync proverava da |li u bazi postoji rola sa datim Id-om i ako postoji vraca objekat klase
IdentityRole na osnovu podataka iz baze

Metoda FindByNameAsync proverava da li u bazi postoji rola sa datim imenom(svojstvo Name) i ako postoji
vraca objekat klase IdentityRole na osnovu podataka iz baze

Metoda UpdateAsync kao ulazni parametar oCekuje objekat klase IdentityRole na osnovu koga ¢e biti
promenjena rola u bazi sa istim Id atributom kao i prosledeni objekat

Metoda DeleteAsync kao ulazni parametar oCekuje objekat klase IdentityRole na osnovu koga Ce biti
obrisana rola u bazi sa istim Id atributom kao i prosledeni objekat



Klasa UserManager

* Klasa UserManager osim sto sluzi za kreiranje korisnika aplikacije ima i
metode za rad sa rolama

* Klasa UserManager ima metodu IsinRoleAsync kojom se proverava da
li se neki korisnik nalazi u zahtevanoj roli

* Metoda GetRolesAsync kao ulazni parametar zahteva objekat klase
ApplicationUser i vraca listu rola za datog korisnika



Polazne osnove

* Pretpostavlja se da je realizovana kastomizacija sistema za logovanje kao u
prethodnom predavanju

* Korisnik se predstavlja modelom klase ApplicationUser
* Kreirani su modeli za logovanje i registraciju: LoginModel i RegisterModel
* Kreirana je baza koja ¢e sadrzati tabele Identity sistema (pomocu code-first
migracija)
* Kreirana je klasa AccountController sa metodama:
* Login (GET i POST)

* Register (GET i POST)
* SignOut za unistavanje autentifikacionog kolacica



Konfiguracija ldentity sistema sa ulogama

// Podesavanje opcija za lozinke

var identityOptions = new Action<IdentityOptions>(options =>

{
// Podesavanje lozinke
options.Password.RequireDigit = false;
options.Password.RequiredLength = 3;
options.Password.RequireNonAlphanumeric = false;
options.Password.RequireUppercase = false;
options.Password.Requirelowercase = false;
options.Password.RequiredUniqueChars = 1;

// Podesavanje korisnika
options.User.RequireUniqueEmail = false;

});

// Registracija Identity sistema sa korisnickim modelom i rolama

builder.Services.AddIdentity<ApplicationUser, IdentityRole>(identityOptions)
.AddEntityFrameworkStores<ApplicationDbContext>()
.AddDefaultTokenProviders();

// Dodavanje kontrolera i pogleda
builder.Services.AddControllersWithViews();

// Podesavanje opcija za autentifikaciju kolacica
var cookieOptions = new Action<CookieAuthenticationOptions>(options =>

{
// Podesavanje koladica
options.Cookie.HttpOnly = true;
options.ExpireTimeSpan = TimeSpan.FromMinutes(5);
options.LoginPath = "/Account/Login";
options.AccessDeniedPath = "/Account/AccessDenied";
options.SlidingExpiration = true;

1)

// Konfiguracija kolacica u aplikaciji
builder.Services.ConfigureApplicationCookie(cookieOptions);




Konfiguracija Identity sistema sa ulogama

* Promenljiva identityOptions omogucava podesSavanje sigurnosnih
pravila za lozinke i korisnicke podatke

* Metoda Addldentity registruje servis za rad sa korisnicima i ulogama,
koristecCi ApplicationUser kao korisnicki model i IdentityRole za uloge,
sto omogucava kreiranje korisnika i dodeljivanje uloga

* Promenljiva cookieOptions omogucava podesavanje autentifikacionih
kolacCica

* Metoda ConfigureApplicationCookie konfigurise autentifikacione
kolacice



Kontroler za inicijalizaciju baze - 1

public class DbInitController : Controller

{
private readonly UserManager<ApplicationUser> _userManager;
private readonly RoleManager<IdentityRole> _roleManager;

public DbInitController(UserManager<ApplicationUser> userManager,
RoleManager<IdentityRole> roleManager)
{
_userManager
_roleManager

userManager;
roleManager;




Kontroler za inicijalizaciju baze - 2

// Kreiranje role admin ako ne postoji
private async Task CreateRoleIfNotExists(string roleName)
{
var roleExist = await _roleManager.RoleExistsAsync(roleName);
if (!roleExist)
{
IdentityRole role = new IdentityRole(roleName);
await _roleManager.CreateAsync(role);




Kontroler za inicijalizaciju baze - 3

// Kreiranje admin Korisnika ako ne postoji
private async Task CreateAdminUserIfNotExists()

{

var user = await _userManager.FindByNameAsync("admin");

if (user == null)

{

ApplicationUser adminUser = new ApplicationUser

{
UserName = "admin",
FirstName = "Marko",
LastName = "Markovic"
3
var password = "123"; // Jednostavna lozinka za testiranje

var result = await _userManager.CreateAsync(adminUser, password);
if (!result.Succeeded)

{
}

// Mozete obraditi gresku ovde, ako kreiranje korisnika ne uspe
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Kontroler za inicijalizaciju baze - 4

// Dodeljivanje Korisnika roli
private async Task AssignUserToRole(string userName, string roleName)

{

var user = await _userManager.FindByNameAsync(userName);
if (user != null)

{
var result = await _userManager.AddToRoleAsync(user, roleName);
if (!result.Succeeded)
{
// Obrada greske pri dodeljivanju uloge
}
}




Kontroler za inicijalizaciju baze - 5

// Ova metoda inicijalizuje bazu sa korisnicima i rolama
public async Task<IActionResult> InitializeDatabase()
{

// Kreiraj rolu admin ako ne postoji

await CreateRoleIfNotExists("admin");

// Kreiraj Korisnika admin ako ne postoji
await CreateAdminUserIfNotExists();

// Dodeli admin korisniku rolu admin
await AssignUserToRole("admin", "admin");

// Postavljanje poruke koja potvrduje da je inicijalizacija zavrsSena
ViewBag.Message = "Inicijalizacija baze je uspesno zavrsena.
Korisnik 'admin' i rola 'admin' su Kreirani.";

return View();
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Pogled InitializeDatabase.cshtml

e{
}

ViewData["Title"] = "Inicijalizacija Baze";

<h2>@ViewData["Title"]</h2>

@if (ViewBag.Message != null)

{
<div class="alert alert-success">
@ViewBag.Message
</div>
}
else
{

<div class="alert alert-warning">
Inicijalizacija baze nije izvrsSena.
</div>




Uspesna inicijalizacija baze

~ | Inicializacija Baze - WebApp0&8 X =+ = O pd

& O | O httpsy//localhost:7229/Dblnit/Initialize... & A ¢% ) = % 9chat

WebApp08 Home Privacy Register Login
Inicijalizacija Baze

Inicijalizacija baze je uspesno zavriena. Korisnik ‘admin’ i rola ‘admin’ su
kreirani.

© 2026 - WebAppO08 - Privacy
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Autorazacija kontrolera DblInitController

F
” WebApp08 - DbinitController.cs - O *
e
&1WebApp0s - <}@‘u’t.feb,t\ppE}S.Cc:ntrollers.DblnitContro - ©3_userManager -

(@ 1 fv using Microsoft.AsplNetCore.Authorization; -
2 using Microsoft.AspNetCore.Identity;
3 using Microsoft.AspNetCore.Mvc; 1
4 using WebAppBS.Models;
5
6 ~ namespace WebfAppB8.Controllers
7 {
8 [Authorize]
al 9 v public class DbInitController : Controller

10 {
11 private readonly UserManager<fpplicationUser» _userManager;
12 private readonly RoleManager<IdentityRele> _roleManager;
13
14 W public DbInitController(UserManager<ApplicationUser> userManager, Role
15 {
16 _userManager = userManager;
17 _roleManager = roleManager;
18 T
19
28 /f Ova metoda inicijalizuje bazu sa korisnicima i rolama -

100% - & @ Mo issues found & - 4 [ Ln:8 Ch:16 SPC  CRLF




Dijagram veze tabele k

ulogama

P solutiont

GORAM-HP.aspnet..p08 - Diagram_0* + X

AspNetUserRoles
% Userld

7 Roleld

AspNetRoles
% Id
Mame
NarmalizedName

ConcurrencyStamp

AspNetUsers

7 Id
UserName
NormalizedUserMName
Email
NaormalizedEmail
EmailConfirmed
PasswordHash
SecurityStamp
ConcurrencyStamp
PhaneMNumber

PhoneMumberConfirmed

orisnika i tabele sa

TwoFactorEnabled v -
» Fﬂl
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Tabela AspNet.Roles

_+ SQLQuery2.5ql - GORAN-HP.aspnet-WebApp08 (GORAN-HP\goran (60)) - Microsoft SQL Server Mana... Cuick Launch (Ctrl+0) P = B X
File Edit Wiew Query Project Tools Window Help

0-0 8- - EE Aoy RS XD |- B] -5 -
i 0 | aspnet-WebApp0& - | b Execute W ES | 8722 g | m'?5|m'_:| | | | %

Object Explorer U Ol SOLQuery2.5ql - AN-HP\goran (80)) + X

—ISELECT TOP (1000) [Id]
, [Name]
, [NormalizedMame ]

Connect~ ¥ ¥ (VIS
E @ GORAN-HP (SQL Server 15.0.2000 - GORAMN-HPYgora
= Databases
System Databases
Database Snapshots
E @ aspnet-WebApp0a
Database Diagrams
= Tables
System Tables
FileTables
External Tables
Graph Tables
B dbo._EFMigrationsHistory
B dbo.AspMetRoleClaims
B dbo.AspMetRoles
E dbo.AspMetUserClaims
E dbo.AspMetUserLogins
E dbo.AspMetUserRoles

, [ConcurrencyStamp]
FROM [aspnet-WebApp@8].[dbo].[AspNetRoles]

=

121% -4
EE Resuts [ Messages

Id Name NomalizedMame  ConcumencyStamp
1 Eﬂﬁlim??—ﬂa?dodﬂ-&:ﬂ-meﬁﬂbdfﬁﬂﬁ Eadmin ADMIN NULL

EH B &

=

HEEHEEE

0 GORAMN-HP (15.0 RTM) = GORAN-HP\goran (60) = aspnet-WebApp08  00:00:00 | 1 rows

[J Ready
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Tabela ASpNetUsers

I_A,;' 5QLQuery3.5ql - GORAN-HP.aspnet-WebApp08 (GORAMN-HP\goran (82)) - Microsoft SOL Server Management Studio (Administrator) Quick Launch (Ctrl+Q) P = 0O X
Eile Edit Wiew Query Project Tools Window Help

-0 B~ -2 b BNwaey RIS RS XD |0 -C- B -5 mEEE-

“f | aspnet-WebApp0s - | b Execute v i | G-l Tl u';5|m'—3 | ===,

Object Explorer SOLQuery3.sql —...A_r\J—HP\goran (62)) +® X
¢ ,[FirstName]

, [LastName]
FROM [aspnet-WebAppB8].[dbo].[AspNetUsers]

Connect = T x!

=] Tables
System Tables
FileTables
External Tables
Graph Tables
R dbo._EFMigrationsHistor
E dbo.AspMetRoleClaims
FH dbo.AspNetRoles
B dbo.AspMetUserClaims
E dbo.AspNetUserLogins
E dbo.AspMetUserRoles
A dbo.AspMetUsers
B dbo.AspMetUserTokens
B dbo.0soba
Views

121% -

FH Resuts B Messages
Id UserName  MomalizedUserName  Emal  NomalizedEmal  EmailCorfimed  PasswordHash

1 | Bb3F487-58c6-4cf0-bb32-cet%e81bd36d  admin ADMIN NULL  NULL 0 ACAAAAIAAYag AAAAECU Dp/ 3 YEQU
f185e48{-212c-4385-84cd-376209%4a65  test TEST NULL  WULL 0 ACAAAAIAAYag AMAAEP )/ CVocuFhY

External Resources

Synonyms

@ Query executed successfully. GORAN-HP (15.0 RTM) = GORAN-HP\goran (62) aspnet-WebApp08  00:00:00 | 2 rows



Tabela AspNetUserRoles

l_a,;' SQLQuery4.sql - GORAN-HP.aspnet-WebApp08 (GORAN-HP\goran (55)) - Microsaft SQL Server Management Studio (Admi... Quick Launch (Ctrl+Q)

File Edit \iew Query Project Tools Window Help
-0 B -2 W ENvaey BRERAD XIT|2-C-|B -5
“F | aspnet-WebApp0s - | P Execute v is [ 8222 &1 | E'n?ilm]r_‘l | | [

I
Object Explorer sQLQueryd.sql -..AN-HP\goran (35)) + X [EeReIlI Rl RN ol TR (el )]
Connect= ¥ ¥ ¢ —SELECT TOP (1€88) [UserId]

, [RoleId]
FROM [aspnet-WebApp@8].[dbo]. [AspNetUserRoles]

=] Tables
System Tables
FileTables
External Tables
Graph Tables
B dbo._EFMigrationsHistor
F dbo.AspNetRoleClaims
F dbo.AspNetRoles
H dbo.AspNetUserClaims
HH dbo.AspNetUserLogins
FH dbo.AspNetUserRoles
B dbo.AspNetUsers
H dbo.AspNetUserTokens
f dbo.0soba
Views

121% -

BR Resuits E Messages
Userld Roleld
1 | 6b3487-58c6-4cf-bbI2cef%ed1bdI6d | F7638177-12a7-4c40-% 92-a 1e627b4F 309

External Resources
Synonyms

@ Query executed successfully. GORAN-HP (15.0 RTM) = GORAN-HP\goran (55)

Rme=

aspnet-WebApp08

Pl =

1)<
=

00:00:00

]

1 rows
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Kreiranje kontrolera za rad sa rolama

// Kontroler sa autorizacijom samo za admin Korisnike
[Authorize(Roles = "admin")]
public class RoleController : Controller
{
private readonly ApplicationDbContext db;
private readonly RoleManager<IdentityRole> rm;
private readonly UserManager<ApplicationUser> um;

// Konstruktor za injektovanje zavisnosti

public RoleController(ApplicationDbContext _db, RoleManager<IdentityRole> _rm,

UserManager<ApplicationUser> _um)

{
db
rm
um

_db;
rm;
um;

Kontroler moze pozivati samo autentifikovani korisnik koji je u roli admin
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_Viewlmports.cshtml

@using WebAppO8

@using WebAppO8.Models

@using Microsoft.AspNetCore.Identity

@addTagHelper *, Microsoft.AspNetCore.Mvc.TagHelpers

@using Microsoft.AspNetCore.ldentity direktiva je potrebna u _Viewlmports.cshtml
fajlu jer omogucava .cshtml fajlu da prepozna klase kao sto su IdentityRole,
UserManager<ApplicationUser>, i RoleManager<IldentityRole>




Index akcija kontrolera Role

// Akcija za prikaz svih rola
public IActionResult Index(string poruka)
{

ViewBag.Poruka = poruka;

return View(rm.Roles.ToList());
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Index pogled kontrolera Role

<hl>@ViewData["Title"]</hl>

@if (ViewBag.Poruka != null)
{

}

<div class="alert alert-success">@ViewBag.Poruka</div>

<p><a class="btn btn-primary" asp-action="Create">Nova uloga</a></p>

<table class="table table-striped">

<thead>
<tr><th>Naziv</th><th>Akcije</th></tr>
</thead>
<tbody>
@foreach (IdentityRole rola in Model)
{
<tr>
<td>@rola.Name</td>
<td>
<a class="btn btn-warning" asp-action="Edit" asp-route-roleName="@rola.Name">Izmeni</a>
<a class="btn btn-danger" asp-action="Delete" asp-route-imeRole="@rola.Name">0brisi</a>
</td>
</tr>
}
</tbody>
</table>

<p><a class="btn btn-warning" asp-action="DodajKorisnikaUrolu">Dodaj korisnika u rolu</a></p>
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Modifikacija parcijalnog pogleda za logovan

@Qusing MicrosoFt.AspNetCore.Idehtity
@inject SignInManager<ApplicationUser> SignInManager
@inject UserManager<ApplicationUser> UserManager

<ul class="navbar—-nav">

@if (SignInManager.IsSignedIn(User))

{
ApplicationUser au = await UserManager.FindByNameAsync(User.Identity.Name);

bool isAdmin = await UserManager.IsInRoleAsync(au, "admin™);

<li class="nav-item">
<a class="nav-link text-dark">Hello @au.UserName!</a>
</1i>
<li class="nav-item">
<form class="form-inline" asp—-controller="Account" asp-action="Logout"

asp—route-returnUrl="@Url.Action("Index", "Home")">
<button type="submit" class="nav-link btn btn-link text-dark">Logout</button>
</form>
</1i>
@if (isAdmin)
{
<li class="nav-item">
<a class="nav-link text-dark" asp-controller="Role"
asp-action="Index">Administration</a>
</1i>
}

je
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Administratorski meni i prikaz rola

~ | Home Page - WebApp08 x  + — O X

< (O | 3 httpsy/flocalhost:7229 ) P 9k ﬁ “‘Chat

WebApp08 Home Privacy

Hello admin! Logout Administration

Welcome

Learn about puilding Web apps with ASP.NET Care.

© 2026 - WebApp08 - Privacy
https://localhost:7229/Role

~ | Index - WebApp08 x 4 — O X

(3 https://localhost:7229/Role
|

Summarize(f) AV V7 v &8 - 'ﬂcha’[

T = -
Index
Naziv Akcije
manager TRt m

Dodaj korisnika u rolu
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GET i POST metoda CREA

// Akcija za Kreiranje nove role
public IActionResult Create()
{

¥

// Kreiranje nove role (POST)

[HttpPost]

[ValidateAntiForgeryToken]

public async Task<IActionResult> Create(IdentityRole ir)
{

return View();

// Provera da 1i rola vec¢ postoji

var rolaPostoji = await rm.RoleExistsAsync(ir.Name);

if (rolaPostoji)

{
ViewBag.Poruka = "Rola sa tim imenom vec postoji.";
return View(ir);

}

// Kreiranje nove role

var rezultat = await rm.CreateAsync(ir);

if (rezultat.Succeeded)

{
ViewBag.Poruka = $"Kreirana rola: {ir.Name}";
return RedirectToAction("Index");

}

else

{
ViewBag.Poruka = "Greska pri kreiranju role.";
return View(ir);

}
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Pogled Create

@model IdentityRole

e{
ViewData["Title"] = "Create";
}

<hl1>@ViewData["Title"]</h1>

<div class="row">
<div class="col-md-6">
<form asp-action="Create" method="post">
<div class="form—-group">
<label for="Name">Naziv role</label>
<input asp—for="Name" class="form-control" data-val="true" data-val-required="Unesite naziv role" />
<span asp-validation—for="Name"></span>
</div>
<button type="submit" class="btn btn-primary">Nova rola</button>
</form>
<br />
<span>
@ViewBag.Poruka
</span>
</div>
</div>

@section Scripts {
<script src="~/1ib/jquery-validation/dist/jquery.validate.js"></script>
<script src="~/1ib/jquery-validation-unobtrusive/jquery.validate.unobtrusive.js"></script>
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Kreiranje nove role

e | Create - WebaApp08 X +

& C | O httpsy//localhost:7229/Role/Create
WebApp08 Home Privacy

Create

Maziv role

manager

Nova rola

© 2026 - WebApp08 - Privacy

Summarize (fy A 7

Hello admin!

— a X

= & - Oy chat

Logout Administration
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Vetode za editovanje role

public async Task<ActionResult> Edit(string roleName)

{
// Pronadi rolu po imenu
IdentityRole role = await rm.FindByNameAsync(roleName);
// Vracanje role u View
return View(role);
}
[HttpPost]

[ValidateAntiForgeryToken]
public async Task<ActionResult> Edit(IdentityRole role)

{

try

{
// Pronadi rolu po Id-u
IdentityRole r = await rm.FindByIdAsync(role.Id);
// Azuriranje imena role
r.Name = role.Name;
// Spremanje promjena
await rm.UpdateAsync(r);
// Preusmeravanje na Index
return RedirectToAction("Index");

}

catch (Exception)

{
// U slucaju greske, vracanje na View sa rolom
return View(role);

}




Pogled za editovanje role

@model IdentityRole

(o
ViewData["Title"] = "Edit Role";
}

<hl>@ViewData["Title"]</h1>

<l-- Forma za editovanje role ——>
<form asp-action="Edit" method="post">
<div class="form-group">
<label for="Name">Naziv role</label>
<input asp—for="Name" class="form-control" data-val="true" data-val-required="Unesite naziv role" />
<span asp-validation—-for="Name"></span>

</div>

<button type="submit" class="btn btn-primary">AZuriraj rolu</button>
</form>
<!-— Poruka o gresSci ili uspehu -->
<br />
@if (ViewBag.Poruka != null)
{

<div class="alert alert-danger">

@ViewBag.Poruka

</div>

}

@section Scripts {
<script src="~/1ib/jquery-validation/dist/jquery.validate.js"></script>
<script src="~/1ib/jquery-validation-unobtrusive/jquery.validate.unobtrusive. js"></script>
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Editovanje role

~ | EditRole - WebApp02 x

& (G | @ nhttpsy//localhost:7229/Role/Edit?roleName=manag...

WebApp08

Home Privacy

Edit Role

Naziv role

manager

AZuriraj rolu

© 2026 - WebAppO08 - Privacy

+

@& A

Hello admin!

— a X

= & - Ty chat

Logout Administration
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Metode za brisanje role

// Akcija za prikazanje role koja se brise
public async Task<IActionResult> Delete(string imeRole)
{
IdentityRole rola = await rm.FindByNameAsync(imeRole);
if (rola == null)
{
ViewBag.Poruka = "Rola nije pronadena.";
return RedirectToAction("Index");
}
return View(rola);

}

// Brisanje role (POST)
[HttpPost, ActionName("Delete")]
[ValidateAntiForgeryToken]
public async Task<IActionResult> DeleteConfirmed(string imeRole)
{
IdentityRole rola = await rm.FindByNameAsync(imeRole);
if (rola == null)
{
ViewBag.Poruka = "Rola nije pronadena.";
return RedirectToAction("Index");

}

// Brisanje role iz baze
db.Roles.Remove(rola);
await db.SaveChangesAsync();

ViewBag.Poruka = "Rola uspesSno obrisana.";
return RedirectToAction("Index");
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Pogled za brisanje role

@model IdentityRole
e{
ViewData["Title"] = "Brisanje role";
}
<hl>@ViewData["Title"]</h1>
<p>Da 1i ste sigurni da Zelite da obrisete rolu <strong>@Model.Name</strong>?</p>
<form method="post">
<button type="submit" class="btn btn-danger">0brisi</button>

<a href="@Url.Action("Index")" class="btn btn-secondary">0dustani</a>
</form>

33



Brisanje role

~ | Brisanje role - WebApp08 x | 4+ =

Brisanje role

Da li ste sigurni da Zelite da obrisete rolu manager?

Covs L ow

© 2026 - WebApp08 - Privacy

& G | O htipsi//localhost7229/Role/Delete?imeRole=mana.. ) A vv 7= &§ -

O

My chat

X

WebApp08 Home Privacy Hello admin! Logout Administration
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Metoda AddUserToRole - GET

// Akcija za dodeljivanje korisnika u rolu
public IActionResult DodajKorisnikaUrolu()

{
ViewBag.Korisnici = new SelectList(db.Users, "UserName", "UserName");
ViewBag.Uloge = new SelectList(db.Roles, "Name", "Name");
return View();

}

public SelectlList (System.Collections.IEnumerable items, string dataValueField,
string dataTextField);

Klasa SelectList sluzi za popunjavanje select elementa automatski generisanim option elementima.
Instanca klase SelectList prosleduje se pogledu posredstvom ViewBag polja.
SelectTagHelper pomocu atributa asp-items povezuje select element sa ViewBag poljem.

<select name="korisnik" asp-items="ViewBag.Korisnici" class="form-

control"> 35




Metoda AddUserToRole - POST

{

// Dodavanje korisnika u rolu (POST)

[HttpPost]

[ValidateAntiForgeryToken]

public async Task<IActionResult> DodajKorisnikaUrolu(string korisnik, string rola)

ViewBag.Korisnici = new SelectList(db.Users, "UserName", "UserName");
ViewBag.Uloge = new SelectList(db.Roles, "Name", "Name");

ApplicationUser user = await um.FindByNameAsync(korisnik);

if (user == null)

{
ViewBag.Poruka = $"Korisnik {korisnik} nije pronaden.";
return View();

}

// Provera da 1i je Kkorisnik ve¢ u roli

bool uRoliJe = await um.IsInRoleAsync(user, rola);

if (uRoliJe)

{
ViewBag.Poruka = $"Korisnik {korisnik} je veé¢ u roli {rola}.";
return View();

}

// Dodavanje korisnika u rolu
var dodaj = await um.AddToRoleAsync(user, rola);
if (dodaj.Succeeded)

{
ViewBag.Poruka = $"Korisnik {korisnik} je uspes$no dodat u rolu {rola}.";
return RedirectToAction("Index");

}

else

{
ViewBag.Poruka = $"Gre$ka pri dodavanju korisnika {korisnik} u rolu {rola}.";
return View();

}
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DodajKorisnikaUrolu.cshtml

e{
ViewData["Title"] = "Dodaj korisnika u rolu";
}

<hl>@ViewData["Title"]</h1>

<!-- Forma za dodeljivanje korisnika u rolu —->
<form method="post">
<div class="form-group">
<label for="korisnik">Izaberite korisnika:</label>
<select asp-items="ViewBag.Korisnici" name="korisnik" class="form-control">
<option value="0">0daberi korisnika</option>
</select>
</div>

<div class="form-group">
<label for="rola">Izaberite rolu:</label>
<select asp-items="ViewBag.Uloge" name="rola" class="form-control">
<option value="0">Izaberite rolu</option>
</select>
</div>

<button type="submit" class="btn btn-primary">Dodaj korisnika u rolu</button>
</form>

@if (ViewBag.Poruka != null)

{
<div class="alert alert-success mt-2">
@ViewBag.Poruka
</div>
}
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Dodavanje korisnika u ulogu

“ | Dodaj korisnika u rolu - WebApp0' X | — 0 e

&

& C | (O https:y//localhost:7229/Role/DodajKoris... Summarize@ A el = ﬁ ‘:bchan

151

WebApp08 Home Privacy Hello admin! Logout Administration

Dodaj korisnika u rolu

lzaberite karisnika:
test
lzaberite rolu:

manager

Dodaj korisnika u rolu

© 2026 - WebApp08 - Privacy
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Autorizacija metode bazirano na rolama

[Authorize(Roles = "admin")]
public ActionResult OnlyAdmin()

{
return View("AdminOrManager");
¥
[Authorize(Roles = "admin, manager")]

public IActionResult AdminOrManager()
{

return View();

Metode kontrolera Home

Metodu OnlyAdmin moze da poziva samo korisnik u roli admin.

Metodu AdminOrManager moze da poziva samo korisnik koji je u roli admin ili manager
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@inject UserManager<ApplicationUser> um

e{
ViewData["Title"] = "Admin or Manager";
ApplicationUser user = await um.GetUserAsync(User);
IList<string> roles = await um.GetRolesAsync(user);
}

<h2>@ViewBag.Poruka</h2>
<h2>Administracija</h2>

<dl class="row">
<dt class="col-sm-2">First Name</dt>
<dd class="col-sm-10">Q@user.FirstName</dd>

<dt class="col-sm-2">Last Name</dt>

<dd class="col-sm-10">@user.LastName</dd>
</dl1>

Role
<ul>

@foreach (var role in roles)

{

}
</ul>

<li>@role</1i>

<a asp-action="Index">Index</a>

Svojstvo User unutar cshtml fajla daje informacije o logovanom korisniku

Pogled AdminOrManager.cshtml
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PocCetna strana aplikacije
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Admin rola
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&
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C | @ https://localhost:7229/Home/AdminOrManager

Administracija
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s admin
Index
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Manager rola

W | Admin or Manager - WebApp0Da X +

— O X
& G | (9 https://localhost:7229/Home/AdminOrManager Summarize () A 7 ¢v= &9 - "ichat
WebApp08 Home Privacy Hello test! Logout
Administracija
First Name test

Last Name test
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AccountController metoda AccessDenied

public IActionResult AccessDenied()
{

}

return View();

ef

ViewData["Title"] = "Access Denied";
}
<header>

<hl class="text-danger">@ViewData["Title"]</h1>
<p class="text-danger">Nemate prava pristupa ovim resursima.</p>
</header>

<!-- Link za povratak na pocetnu stranicu -->
<a asp-controller="Home" asp-action="Index" class="btn btn-primary">Index</a>
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Korisnik poziva metodu za koju nema
dozvolu

~ | Access Denied - WebApp02 x | + = O X

& G | O httpsy//localhost:7229/Account/AccessDenied?ReturnUrl=%2FHome%... & A o= & T#Chat

WebApp08 Home Privacy Hello test! Logout

Access Denied

Nemate prava pristupa ovim resursima.
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Pitanje 1

Identity system kao model klasu za rad sa rolama koristi klasu baziranu na baznoj klasi?

a. UserManager
b. IdentityRole
c. ApplicationUser

Odgovor: b



Pitanje 2

Neka je ApplicationUser klasa izvedena iz klase IdentityUser. Metoda
Addldentity<ApplicationUser, IdentityRole>() sluzi za:

Definisanje role ApplicationUser

b. PodeSavanje middleware komponente za autorizaciju

c. Registraciju servisa koji omogucavaju koris¢enje identity sistema za autentifikaciju
ukljuCujudii rad sa rolama

Q)

Odgovor: c




Pitanje 3

Biblioteka Microsoft.AspNetCore.ldentity za kreiranje role definise klasu:

a. Roles
b. RoleManager
c. ApplicationRole

Odgovor: b



Pitanje 4

Metoda IsinRoleAsync kojom se proverava da li se korisnik nalazi u roli, pripada sledecoj
klasi iz biblioteke Microsoft.AspNetCore.ldentity:

a. UserManager
b. RoleManager
c. ApplicationRole

Odgovor: a



Pitanje 5

Koje svojstvo se koristi u konfiguraciji autentifikacionog kolaci¢a kako bi se definisala
stranica na koju korisnik bude preusmeren ako pokusa da pristupi zabranjenim metodama
ili resursima?

a. AccessDisabled
b. AccessDeniedPath
c. AccessPath

Odgovor: b




Pitanje 6

Potrebno je dozvoliti da akcionu metodu kontrolera mogu pozivati samo korisnici koju su u
roliadmin. To postizemo upotrebom sledeceg koda:

a. [Authorize(Roles(admin)]
b. [Authorize(Roles : admin)]
c. [Authorize(Roles ="admin")]

Odgovor: c
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